6 Trade Secret Protection and Enforcement

A business may elect to protect confidential information that
provides an advantage over competitors who do not have such
information as a "trade secret." However this type of protection is
limited and subject to actions taken to protect it by the business.

A. Trade Secret Ownership and Protection

A business may own a trade secret through creation or through
acquisition from another company. The business is required to
maintain substantial secrecy with regard to the trade secret, which
may be accomplished through confidentiality agreements
executed before granting access to the trade secret, secured access
to the trade secret, annual employee counseling sessions regarding
trade secrets and employee exit interviews, among others. Patent
attorneys counsel clients regarding institution of safeguards to
protect the secrecy of the trade secret and how to recognize trade
secrets. The scope of the work is determined by the extent of the
business and the needs of the client.

B. Trade Secret Misappropriation Actions and
Remedies

Businesses are increasingly aware of the value of trade secrets.
Jurisdiction over trade secret misappropriation actions, formerly
the exclusive province of the state civil and criminal courts has
recently been expanded to the federal criminal courts. Patent
attorneys counsel clients regarding possible misappropriation and
matter-specific actions to take, such as motions to seal court
records and protective orders regarding access to discovery
responses. Such work is typically performed on an hourly rate,
with a total varying widely based on the scope of work to be
performed.

1. State Causes of Action

In Texas, trade secret misappropriation is both civil and criminal
misconduct. The trade secret owner may sue for improper
acquisition of the trade secret in civil courts. District Attorneys
may also prosecute the tortfeasor for criminal misconduct.
However the protecting the trade secret within the judicial process
must be considered while the cases are pending. It is often of
little value to win a claim for trade secret misappropriation while
disclosing the trade secret to the public.
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2. Federal Causes of Action

The federal criminal component of trade secret misappropriation,
the Economic Espionage Act, was recently enacted. Although
few cases have been tried under the act, at least one has been
tried by the U.S. Attorney's Office in Houston, Texas. In the
event such a case arises and federal criminal prosecution is
sought, it is imperative that sufficient information be provided to
the U.S. Attorney to permit an investigation by the Federal
Bureau of Investigation and a successful outcome. As a result
U.S. Pat. No. 5,909,717 businesses should have clear precautions and protections in place
to establish trade secret ownership and criminal conduct by the
defendant. The patent attorney may work with the government
to pursue the action.
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